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Úvod Architektura x86 GDB Základńı aritmetické operace

Motivace

K čemu se učit assembly?

▶ reverzńı inženýrstv́ı

▶ analýza malware

▶ psańı exploit̊u (shellcode)

▶ zvědavost!
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Historie architektury x86

▶ Originálně instrukčńı sada pro procesor Intel 8086 a později pro
procesory 80186, 80286, atd.

▶ Sada byla originálně 16-bitová, později rozš́ı̌rena na 32 a 64 bit̊u.
• Tomuto 32-bitovému rozš́ı̌reńı se někdy ř́ıka i386.
• 64-bitová sada se podobně někdy nazývá amd64 nebo x64.
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Úvod Architektura x86 GDB Základńı aritmetické operace

Registry

▶ Registr - malá volatilńı pamět’ p̌ŕımo v procesoru
▶ Originálńı 16-bitové registry:

• ax - akumulátor (výstup z ALU)
• bx - base register
• cx - count register
• dx - data register
• si - source index
• di - destination index
• bp - base pointer
• sp - stack pointer
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Registry

▶ Když p̌red název registru dáme e źıskáme t́ım 32-bitový registr (nap̌r.
eax), pop̌ŕıpadě r pro 64-bitový registr (rax).

▶ Daľśı 64-bitové registry: r8 - r15

▶ Kromě těchto obecných registr̊u obsahuje architektura x86 i speciálńı
registry pro č́ısla s pohyblivou desetinnou čárka.
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Registry

rax

eax

ax

alah

01516313263
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Registry

▶ rax – celý 64-bitový registr

▶ eax – spodńıch 32 bit̊u
▶ ax – spodńıch 16 bit̊u

• al – spodńı byte z ax
• ah – horńı byte z ax
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Prvńı instrukce - mov

Pomoćı této instrukce můžeme zapsat konstantu do registru.

mov rax, 6 ; zapı́še do registru rax čı́slo 6

mov eax, 123

mov cx, 0x10
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Rozděleńı paměti

Text Data Heap Stack

Nižš́ı adresy Vyš̌śı adresy

Pomoćı p̌ŕıkazu cat /proc/$$/maps se můžeme pod́ıvat, jak jsou
namapované r̊uzné sekce paměti spuštěného shellu.
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Definováńı statických proměnných

segment .data

a dq 175 ; statická proměnná s názvem "a"

b dq 4097 ; statická proměnná s názvem "b"
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Nahráváńı proměnných z paměti

segment .data

a dq 175 ; dq - define quadword - 64 bitů

b dd 0xffffffff ; dd - define doubleword - 32 bitů

segment .text

global main

main:

mov rax, a ; nahraje ADRESU a do rax

mov rbx, [a] ; nahraje HODNOTU a do rbx

mov rcx, [b]
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Nahráváńı proměnných z paměti

segment .data

a db 1, 2, 3, 4 ; db - define bytes - array bytů

segment .text

global main

main:

mov bl, [a] ; nahraje PRVNI hodnotu a do rbx

mov cl, [a + 1] ; nahraje druhou hodnotu

mov dl, [a + 2]
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Nahráváńı proměnných z paměti

segment .data

a dw 1, 2, 3, 4 ; db - define word - array dvoubytu

segment .text

global main

main:

mov rbx, [a] ; nahraje PRVNI hodnotu a do rbx

mov rcx, [a + 2 * 1] ; nahraje druhou hodnotu

mov edx, [a + 2 * 2]
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Nahráváńı proměnných z paměti – p̌ŕımé adresováńı

section .data

mojepromenna dq 321

section .text

global main

main:

mov rcx, [mojepromenna]

nop
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Nahráváńı proměnných z paměti – p̌ŕımé adresováńı

(gdb) disassemble main

Dump of assembler code for function main:

0x0000000000401110 <+0>: mov 0x404010,%rcx

0x0000000000401118 <+8>: nop
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Nahráváńı proměnných z paměti – relativńı adresováńı

section .data

mojepromenna dq 321

section .text

global main

main:

mov rcx, [rel mojepromenna]

nop
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Úvod Architektura x86 GDB Základńı aritmetické operace

Nahráváńı proměnných z paměti – relativńı adresováńı

(gdb) disassemble main

Dump of assembler code for function main:

0x0000000000001120 <+0>: mov 0x2ee9(%rip),%rcx

0x0000000000001127 <+7>: nop
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Nahráváńı proměnných z paměti – relativńı adresováńı

default rel ; macro pro nasm

section .data

mojepromenna dq 321

section .text

global main

main:

mov rcx, [mojepromenna]

nop
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Úvod Architektura x86 GDB Základńı aritmetické operace

Daľśı použit́ı mov

▶ Přesunut́ı z registru do paměti.

mov [a], rax

▶ Přesunut́ı z registru do registru.

mov rbx, rax
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GDB

▶ Zkratka pro GNU Debugger
▶ Low-level debugger, který uḿı:

• disassemblovat
• nastavovat breakpointy
• stepovat po instrukćıch
• vypisovat stav registr̊u a paměti

▶ Spust́ıme jej s naš́ım programem takto: gdb [program].
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Disassemblováńı v GDB

(gdb) disassemble main

Dump of assembler code for function main:

0x0000000000001120 <+0>: mov $0x1,%eax

0x0000000000001125 <+5>: mov $0x2,%ebx

0x000000000000112a <+10>: mov $0x3,%ecx

0x000000000000112f <+15>: mov $0x7b,%r8d

0x0000000000001135 <+21>: mov $0x10,%edi

0x000000000000113a <+26>: nop

0x000000000000113b <+27>: mov $0x7b,%eax

End of assembler dump.

(gdb)
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Nastaveńı breakpointu v GDB

(gdb) break *0x000000000000113a

Breakpoint 1 at 0x113a

(gdb) b *main+26

Note: breakpoint 1 also set at pc 0x113a.

Breakpoint 2 at 0x113a

(gdb) delete 2

(gdb) info breakpoints

Num Type Disp Enb Address What

1 breakpoint keep y 0x000000000000113a <main+26>

(gdb)

Milan Radojčić x86 assembly – úvod SSPŠaG – KBB
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Spouštěńı programu v GDB

(gdb) run

Starting program: ...

Breakpoint 1, 0x000055555555513a in main ()

(gdb) disassemble main

Dump of assembler code for function main:

0x0000555555555120 <+0>: mov $0x1,%eax

0x0000555555555125 <+5>: mov $0x2,%ebx

0x000055555555512a <+10>: mov $0x3,%ecx

0x000055555555512f <+15>: mov $0x7b,%r8d

0x0000555555555135 <+21>: mov $0x10,%edi

=> 0x000055555555513a <+26>: nop

0x000055555555513b <+27>: mov $0x7b,%eax

End of assembler dump.

(gdb)
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Vypisováńı hodnot registr̊u

(gdb) info register rax

rax 0x1 1

(gdb) i r rbx

rbx 0x2 2

(gdb) i r rcx

rcx 0x3 3

(gdb) i r r8

r8 0x7b 123

(gdb) i r edi

edi 0x10 16

(gdb) i r rdx

rdx 0x7fffffffdcb8 140737488346296
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Vypisováńı paměti

section .data

a dq 123

str: db "ahoj", 0

section .text

global main

main:

nop
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Vypisováńı paměti

(gdb) x/dg &a

0x555555558010 <a>: 123

(gdb) x/s &str

0x555555558018 <str>: "ahoj"

(gdb)
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Specifikace formátu pro výpis p̌res x

Formát za loḿıtkem je ve tvaru: NFS (počet, formát a velikost). Možné
velikosti a formáty jsou:

Ṕısmeno Počet byt̊u
b 1

h 2

w 4

g 8

Ṕısmeno Formát
d decimal

x hexadecimal

t binary

u unsigned

f floating point

i instruction

c character

s string

a address
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Shrnut́ı p̌ŕıkaz̊u v GDB

▶ nejd̊užitěǰśı – help

▶ disassemble [funkce]

▶ break [adresa], b – nastav́ı breakpoint na konkrétńı adresu

▶ delete, d – smaže breakpoint

▶ info breakpoints, i b – vyṕı̌se informace o breakpointech

▶ run – spust́ı program

▶ info register [registr], i r – vyṕı̌se hodnotu v registru (bez
argumentu vyṕı̌se hodnoty všech registr̊u)

▶ x/[formát] [adresa] – vyṕı̌se hodnotu z paměti
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Instrukce add

▶ K prvńımu argumentu p̌rič́ıtá druhý argument.
▶ Nastavuje flagy v registru rflags:

• overflow (OF) – když dojde k p̌retečeńı
• sign (SF) – nastaveno na znaménko výsledku
• zero (ZF) – nastaveno na 1 pokud je výsledek je 0
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Instrukce add

segment .text

global main

main:

mov rax, 2

add rax, 1 ; přičte 1 k rax

mov rbx, 3

add rax, rbx ; přičte rbx k rax
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Úvod Architektura x86 GDB Základńı aritmetické operace

Instrukce add

segment .data

a dq 123

b dq 321

segment .text

global main

main:

mov rax, [a]

add rax, [b] ; přičte hodnotu v b k rax

add [a], 321 ; přičte 321 k a
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Instrukce sub

▶ Od prvńıho argumentu odečte druhý argument.
▶ Nastavuje flagy v registru rflags:

• overflow (OF) – když dojde k p̌retečeńı
• sign (SF) – nastaveno na znaménko výsledku
• zero (ZF) – nastaveno na 1 pokud je výsledek je 0
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Instrukce sub

segment .text

global main

main:

mov rax, 2

sub rax, 1 ; odečte 1 od rax

mov rbx, 3

sub rax, rbx ; odečte rbx od rax
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Instrukce sub

segment .data

a dq 123

b dq 321

segment .text

global main

main:

mov rax, [b]

add rax, [a] ; odečte hodnotu v a od rax

add [a], 23 ; odečte 23 od a
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Instrukce cmp

▶ Odečte od prvńıho argumentu druhý argument a podle toho nastav́ı
flagy, výsledek neukládá.

▶ Užitečná bude až si později budeme pov́ıdat o podḿınených skoćıch.
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Instrukce mul a imul

▶ mul – provád́ı unsigned násobeńı

▶ imul – provád́ı signed násobeńı

▶ Můžou brát 1, 2 nebo 3 parametry.
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Instrukce mul a imul – 1 parametr

▶ Vynásob́ı p̌redaný parametr (registr nebo adresa) hodnotou v rax a
výsledek ulož́ı do rdx:rax.

• Nižš́ı bity výsledku jsou uloženy v registru rax a vyš̌śı v registru rdx.

rdx rax

127 64 63 0

Bity výsledku

63 0 63 0

Bity registr̊u
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Instrukce mul a imul – 1 parametr

mov rax, 2

mov rbx, 3

imul rbx

Po spuštěńı tohoto kódu bude v registru rax uložena hodnota 6.
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Instrukce mul a imul – 2 parametry

imul rax, 100 ; uložı́ do rax hodnotu rax * 100

imul r8, [x] ; uložı́ do r8 hodnotu r8 * x

imul r9, r10 ; uložı́ do r9 hodnotu r9 * r10
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Instrukce mul a imul – 3 parametry

imul rbx, [x], 100 ; uložı́ do rbx hodnotu x * 100

imul rdx, rbx, 50 ; uložı́ do rdx hodnotu rbx * 50
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Úvod Architektura x86 GDB Základńı aritmetické operace

Instrukce mul a imul

▶ mul a imul nastavuj́ı carry a overflow flagy když výsledek p̌rekroč́ı 64
bit̊u.

▶ Jiné flagy (nap̌r. zero flag atd.) nastaveny nejsou.
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Instrukce div a idiv

▶ Instrukce div bere jenom jeden parametr, kterým je dělitel. (registr
nebo adresa)

▶ V registrech rdx:rax má být uložen dělenec.
▶ Po provedeńı instrukce bude v registru rax uložený výsledek a v

registru rdx uložen zbytek.
• Trochu funguje jako opak instrukce mul.

▶ Nenastavuje žádné flagy.
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Instrukce div a idiv

mov rax, [x]

mov rdx, 0 ; vynulovánı́ hornı́ch bitů rdx:rax

idiv [y] ; provede rdx:rax / y

mov [quot], rax ; uložı́ výsledek do quot

mov [rem], rdx ; uložı́ zbytek do rem
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